mdm NOtlfyMDM

Mobile Device Management

Organization Configuration and ManagementGuide

This guide provides information on . . .

... Configuring an Organization using the Organization Wizard

... Setting a default Policy Suite using the Organization Wizard

.. Setting a default Device Connection Schedule using the Organization Wizard
.. Customizing Policy Suites and Device Connection Schedules using the editors
... Setting up an Organization for Hands-Off Enroliment

... Creating Organization Administrator Roles and Logins

Link to other configuration guides for information on .. . .

... Adding Users and Enrolling Devices

... The Compliance Manager

NotifyMDM Version 3.x Accessing the Dashboard | 1


Configuration%20Add%20Enroll%20Users.pdf
Configuration%20Compliance%20Manager.pdf

Table of Contents

Accessing the Dashboard 4
Creating an Organization 6
Organization SEtUP WIZard .........ccouiiiiiiii e e e e e 6

Enter Organization Information and Set Parameters............ccoocevviiiviieiinnnn. 7

Defi ne the Organizationb6s..Def.aul.t...Ac&8 i veSy
Define the Organizati anb.s..Def.aul.t....ODAP S
Define the Organizati anb.s..Def.aul.t..ISMTP S

Configure the Organization for OpenID Administrative Login...................... 16

Create the Organizati.o.nds..Defaul.t..lHFolicy

Createt he Organi zationds Defaul t...De.v.il8 e

Managing SMTP, ActiveSync, and Administrative LDAP Servers ............cccocceveennee. 19
Configuring an ActiveSync Server to Issue Authentication Certificates ....... 21
ActiveSync Server PowerShell Connection Settings ..........cccovvvvvivieiiniinnnens 21
Configuring the System to Query an LDAP Server ........cccovveveviieiiieinennnnn, 22

Configuring an Organization 25

Organization SEHINGS ...vvuiit i e 25
Signing Certificate Upload .........cccoeiiiiiii e 29
Google Cloud Messaging (GCM) TOggle .....c.ueiviiiieiieiie e 30
Samsung KNOX Workspace LICENSE ......c.uevvniiieiieiieiee e 33
Cisco Identity Services ENgine (ISE) ......covvviiiiiiiiiiie e 33
MDIM PTOXY ettt ettt e e e e e e et e e et e e e e e e en 34
Acceptable USE POLICY ...c.uiiiiiieie e e 35
Provisioning NotifyMDM as Device Owner for Android 5.0+ Devices .......... 36
APNSs Certificate Set Up ...uoieniiiiiic e 37
IOS CONfIQUratOr GIOUDS .....vveneeieeeti ettt et et eees 38
Apple DEP Token Upload.........coouiiiiiiii e 39
Pushing the NotifyMDM App t0 iOS DEVICES........ccuuiiiiiiiiieiiiieiiieeiieeeenn 40
Upload an Enterprise App and Certificate for App Notifications .................. 41

Configuring the Organization for Hands-Off Enrollment .............ccooceiiiviiiiiiiiiinns 42

Enabling Hands-Off Enrollment for User Associated with an ActiveSync
S T=T Y= PP 45
Enabling Hands-Off Enrollment for Users Associated with an LDAP Server 46

Configuring the System for SAML Authentication ............ccc.coiiiiiiiiiiiii s 47
Policy Suite Management 49
L0 1T T = 50

Create @ NEW POLICY ...cvviiii e e e 50

POlICY SUItE EQILOr. ... ...t 51

The WelCOME LEtter.....ccuuiii e 52

Policy Suite Description and NOLES ..........cccuuiiiiiiiiiiieiiie e 53

Policy Settings DY Category .......c..ovieriiiiiieiii e 53

Tips on Customizing and Using POIICY SUItES .........cccovvviiiiiiiiiiiiiieeiiecis 58

POlICY SCREAUIES ... et 60

Create a Policy SChedule ............ooviiiiiii e 60

Assign a Policy Schedule ... 62

Control Resources Users Access Outside Scheduled Hours ...................... 63

Device Connection Schedules 64

NotifyMDM Version 3.x

Accessing the Dashboard | 2

Con



Create a Device Connection SCheAUIE .........oiviiiniiii e 64

Editing Device Connection SChedUles .........cc.iiiiiiiii e 66

Tips on Using Device Connection Schedules ...........ccooviiiiiiiiiiiii e 67

The Organization License 68
Organization Administrator Roles and Logins 69
Organization AdmINIStrator ROIES ...........iviiii e 69
Predefined Organization Administrator ROIES ..........cccovvvvviiiiiiiiiiiii e, 69

Customized Organization Administrator ROIES ..........ccocevvviiiviiiiiiiiiieieeen, 70

Organization Administrative Roles: User Privacy Protection....................... 72

OpenlID Configuration for Organization AdmINIStrators ...........ccoeveeeviieiineiieeneieenn. 75
Organization AdMINIStrator LOGINS ......cvueiiiiiiiiieiiii et et 76
Creating Organization Administrator LOgiNS ...........covvvvviiiiniiiiiiieinciieeenn, 76

Managing Organization Administrator LOgiNS ............cooveveiniiiiniiiieiiieennnn, 81

Importing Organization Administrator LDAP Groups .........cccceeevveviineennnenn. 82

NotifyMDM Version 3.x Accessing the Dashboard 3



Accessing the Dashboard

Access the Dashboard
NotifyMDM dashboard requirements:
1 Microsoft Internet Explorer, Firefox, or Safari
1 Adobe Flash Player 10.1.0
1 Minimum screen resolution: 1024 x 768
1 PC running Windows OS

In your web browser, enter the server address of the NotifyMDM sener followed by /dashboard
Example: https://company.mdm.server/dashboard

On-Demand users enter: https://ondemand.notifymdm.com/dashboard

Standard.ogin
Log in to the NotifyMDM dashboard using your administrative login credentials in one of the following formats:

1 Locally authenticated logins enter:
email address and password

1 LDAP authenticated logins enter:
domain\LDAP username and LDAP password

mdm NotifyMDM

Mobile Device Management

l Standard Login l OpeniD. L}“

Username: |

Password: |

Login

A system administrator can create additional logins to the dashboard with system administrator, organization
administrator, or support administrator privileges. See the System Administration Guide for details.
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OpenID Login
Use your OpeniID credentials to log in.

1. Atthe NotifyMDM login screen, enter the Zone Name, an easy to remember name NotifyMDM uses
to redirect you to the OpenlID provider portal. If your provider requires it, enter your OpenlD
Username as well.

2. Atthe provider site, enter your OpenID credentials.

Note: If this is the first time you have logged in to NotifyMDM with an OpenID or your OpenID
information has changed, you will be prompted for a PIN code before entering the NotifyMDM
dashboard.

Zone Name and new PIN codes are emailed to you from the NotifyMDM senver.

S&dﬂ‘ & __I OpenlD l

Zone Name: | ‘
R : +
OpenlD Username: | 1 Admin Setup Pin Code x
Login
rarlihssngbiness ]
OK
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Creating an Organization

Organization Setup Wizard

The Organization Setup Wizard is a tool used to create an organization on the NotifyMDM server. An
organization can be a company or a distinct group of individuals within a company. A single application of
NotifyMDM software can accommodate just one organization or host multiple organizations.

Creating an organization is the first configuration task you must complete after installing the NotifyMDM
sener software. The wizard automatically appears the first time you log in to the dashboard. You will use the
wizard to create any additional organizations as well.

Each organization consists of:
1 its users/devices

9 one or more Policy Suites that enforce f unct i onal ity settings and securit
fleet of mobile devices

1 one or more Device Connection Schedules that govern when devices synchronize policy setting
updates and send device statistics

9 the configuration of the seners with which NotifyMDM interfaces, such as the ActiveSync, LDAP, and
SMTP servers

Organization Setup Wizard tasks:

Entering organization information

Defining a default ActiveSync Server (if applicable) for the purpose of user authentication and
hands-off enroliment.

1 Define a default Administrative LDAP Server (optional) for the purpose of leveraging LDAP user
information and the LDAP folder and group structure. This information can be used to authenticate
users and administrators, control hands-off enrollment, and facilitate user information updates.
Administrative LDAP seners can also be used for the purpose of adding users and administrators to
the NotifyMDM server via batch imports and importing information into custom column fields.

Defining a default SMTP Server for sending administrative email from the NotifyMDM senver.
Configuring NotifyMDM for administrative OpenlID login

Creating a default Policy Suite or for the organization

= =4 =4 -4

Creating a default Device Connection Schedule for the organization

The Organization Setup Wizard steps you through each of the abowe items.
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Additional organization configuration steps include creating a welcome letter to be emailed to new users,
configuring the Compliance Manager, and adding users.

See the following documentation on:

The Welcome Letter (in this guide) Adding Users and Enrolling Devices
Compliance Manager

EnterOrganizatiomnformatiorand Set Parameters

The Organization Setup Wizard displays automatically when you login into NotifyMDM for the first time. You
can also access the wizard via the dashboard.

From the dashboard:
1. From the NotifyMDM dashboard header, select System Management
2. From the menu panel, select System Administration > Organizations.
3. Click the Add Organization button.
4

Click Next to begin creating a new organization.

Enter the following:
1 Organization Name T Contactds pri mary-mahadldresse condary
1 License key T Contactédés primary and secondary

 Contact Name

7 Organization Setup Wizard x
Welcome Organization Servers Policies Schedules Finish
Organization
Contact Person's Name: = :]
Contact’s E-mail Address: {:}

Contact’s Secondary E-mail: :]
Contact's Phone Number: s {:} Ext:
Ex: 9875551234
Contact’s Secondary Phone: [: Ext:
Send Welcome Letter to Users: D

Display EULA:  []
Note: If this setting is enabled, the user must accept

an End Use

cense Agreement to complete

enroliment of the NotifyMDM device app

Default Device Liability: (&) Corporate O Individual
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1 Choose whether you want to send an email Welcome Letter to users when they enroll their device.
The letter is associated with the policy suite assigned to the user. Compose or edit the letters via
Organization Management > Policy Management > Policy Suites.

1 Choose whether to display the EULA (NotifyMDM End-User-License-Agreement) when users enroll
their NotifyMDM app (recommended).

1 Select the Default Device Liability. Select Corporate when liability for data on device rests with the
corporation. Select Individual when liability rests with the individual carrying the device. Click Next.

Defingd he Or gani ZActivebByn@etver Def aul t

An ActiveSync server is not required, but for systems utilizing the ActiveSync protocol, NotifyMDM can act as
a gateway sener. An ActiveSync server allows hands-off enrollment of devices, reducing the amount of
manual user configuration. In addition, users are authenticated via their ActiveSync server credentials.
ActiveSync Email and PIM traffic are relayed to/from devices by NotifyMDM.

ActiveSync servers using protocol version 12.0 or greater should be configured to enable Autodiscover so
that actual server address information can be discovered as users enroll.

Define the following ActiveSync sener credentials and settings:

-ActiveSync Server Name -Proxy ActiveSync Traffic by Default (see MDM Proxy)
-ActiveSync Sener Address -Allow Hands-Off Enrollment (see Enabling Hands-Off Enroliment)
-ActiveSync Sener Port -ActiveSync Sener Domain (required for hands-off enroliment)
-Use SSL

-Autodiscover

/ Organization Setup Wizard x

Welcome Organization Servers Policies Schedules Finish

ActiveSync Server Name: #

ActiveSync Server
ActiveSync Server Address: # [:]
O
™
™

LDAP Server ActiveSync Server Port: =
SMTP Server Usessl
Autodiscover:

OpeniD Proxy ActiveSync Traffic by Default:

B4 1 Have An ActiveSync
Server

Allow Hands-Off Enrollment:

ActiveSync Server Domain:

Domain

Defining ActiveSync server credentials for Ha&fd&nrollment

Enabling the Hands-Off Enrollment option when defining an ActiveSync server, allows any user with
credentials on the ActiveSync sener to enroll against the NotifyMDM server. You must also provide a domain
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that is configured on this sener. Hands-off enrollment requires users to enroll with the domain in one of the
following formats: domain\username or user@domain

If you are planning to link this ActiveSync sener with an LDAP sener, enabling hands-off enroliment will
enable hands-off enrollment for the linked LDAP server as well. In such cases, the LDAP server domain can
be used to hands-off enroll in addition to the ActiveSync server domains.

Users are automatically added to the NotifyMDM server when they enroll, as long as their credentials are
recognized by the ActiveSync server. NotifyMDM creates the new account using the ActiveSync user account
credentials and the default servers, policy suite, and device connection schedule specified for the
organization.

See also:
- Configuring the Organization for Hands-Off Enrollment
- Managing SMTP, ActiveSync, and Administrative LDAP Servers

Define the Organizationds Default LDAP

Define a default Administrative LDAP Server (optional) for the purpose of leveraging LDAP user information
and the LDAP folder and group structure. LDAP server functionality can be used to provision and authenticate
users and administrators, update user information, and control who may use hands-off enrollment. In addition,
an LDAP senver can provide email addresses for the provisioning of users, when linked to an ActiveSync
sener where users do not have an email address ID (ActiveSync protocols less than v12.0, Data
Synchronizer, Exchange 2003). Administrative LDAP servers can also be used to add users to the NotifyMDM
sener Via batch import and import userinformation into custom column fields.

What you should know about LDAP server configuration

Some LDAP groups innately do not have the necessary attributes needed to be utilized for NotifyMDM LDAP
searches and should not be used. An example of thistypeof LDAP group on an Exchange se
Users, 0 which does not have a membership attribute.

Likewise, if an attribute value is entered incorrectly in the LDAP Server Settings, functionality will be hindered.

The values entered in the Administrative LDAP Server configuration for the following attributes determine
which LDAP groups will facilitate a successful user or administrator enroliment. When groups do not have the
necessary attributes, successful enroliment is impossible.

1 User ldentification Attribute
1 Group Membership Attribute
1 Group Object Class

1 User Object Class

Any group that appears in LDAP sener group lists can be imported, however, administrators should
familiarize themselves with the LDAP sener structure and verify that groups they choose for use with the
NotifyMDM server contain the necessary attributes. They should also verify that they enter attribute values
correctly in the Administrative LDAP Server configuration.

When inappropriate groups are chosen or an attribute value is entered incorrectly, hands-off enroliment for

users and login/account creation for administrators in such a group will fail when the member search is
unsuccessful.

Editing Attributes
Once users or groups have been imported for this LDAP sener, the following fields cannot be edited:
Base DN, Group Object Class, and User Object Class
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Define the LDAP Server Credentials and Settings

-LDAP Server Name

-LDAP Server Address

-LDAP Server Port

-Link with ActiveSync Senrver
-LDAP Server Domain

-LDAP E-mail Attribute

-LDAP User Firstname Attribute
-LDAP User Lastname Attribute

-LDAP User Identification Attribute
-LDAP Group Membership Attribute

/ Organization Setup Wizard

-Use SSL

-Use TLS

-LDAP Username

-LDAP Password

-LDAP Base DN

-LDAP Group Object Class
-LDAP User Object Class

Welcome Organization

Servers Policies Schedules

ActiveSync Server

LDAP Server

SMTP Server

OpenlD

B4 | Have An LDAP Server

LDAP Server Address: s

LDAP Server Port: s :I

Link with ActiveSync Server:  []

LDAP Server Domain: =

LDAP E-mail Attribute: =
LDAP User Firstname Attribute:
LDAP User Lastname Attribute:

LDAP User Identification Attribute:

LDAP Group Membership Attribute: = I:\

LDAP Username:

1 DAP Paccwnrd:

UsessL: [

UseTls: []

Finish

[»

v

Possible Valuesfor LDAP Server Settings

LDAP Server Setting eDirectory Active Directory Lotus Notes
LDAP E-mail Attribute mail mail mail

LDAP UserFirstName Attribute givenName givenName givenName
LDAP UserLastName Attribute sn sn sn

LDAP User Identification Attribute uid sAMAccountName uid

LDAP Group Membership Attribute | member member member

LDAP Group Object Class groupOfNames group groupOfNames
LDAP UserObjectClass inetOrgPerson user or organizationalPerson person

NotifyMDM Version 3.x
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Add Domains

Domain settings determine the server domain credentials with which users hands-off enroll or administrators
log in to the dashboard.

If the LDAP sener is linked to an ActiveSync sener, the domain defined for the ActiveSync will be used for
hands-off enroliment and administrator login. The ActiveSync server domain maps to the LDAP server
domain.

If you intend to use the same LDAP sener for multiple organizations on the NotifyMDM server, you will need
to define a uniqgue domain for each organization. Each domain you create maps to the LDAP server domain.
Additional domains can be created here via the wizard, or at any time using the LDAP serer editor.

7 Organization Setup Wizard x

Welcome Organization Servers Policies Schedules Finish

ActiveSync Server Linked ActiveSync Server:  AS1

LDAP Server Used for hands-off enrollment and ActiveSync Domains

admini: login

Add Domain

SMTP Server

OpeniD Domains: s I Add

Used for hands-off enrollment and LDAP Domains [ Remove

administrator log in
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Import/Prioritize Groups

Groups from the LDAP server are displayed in the left column of this page. Groups that you select to add to
the right column will be imported into the NotifyMDM dashboard in the following areas:

1 LDAP server editor: Hands-Off Enrollment Settings
1 LDAP server editor: Group and Folder Configurations
1 User/Device Grid: LDAP Folders view

The groups imported here contain only users. Administrator groups must be imported from the Organization
Administrators page or System Administrators page.

Groups to which users belong are also imported automatically when users are added manually, via a .CSV
batch import, or via an LDAP batch import.

Choosing Groups. Administrators should familiarize themselves with the LDAP sener structure and verify
that groups they choose for use with the NotifyMDM server contain the following necessary attributes: User
Identification Attribute, Group Membership Attribute, Group Object Class, and User Object Class. Groups
without these attributes should not be used.

Prioritizing Groups. Prioritizing groups need only be done when there are users that belong to multiple

groups. The group withthehi ghes't priority wild/l determine the useros
liability, and corporate resource assignments. Select a group and use the Priority arrows or drag and drop a
group to adjust the groupbs rank.

A user 6s as s i guleddron several aources.ahesources are consulted in the following order:

1. Direct assignments applied to the userb6s record by .
these assignments.)

2. The group(s) to which the user belongs 1t he us er 6 sorityhgrogphiecsnsultaa ffirst
3. The folder to which the user belongs (by folder hierarchy)
4. Organization defaults

A Prioritization Example. John Doe belongs to the SalesTeam group and the Management group. The

Management group has a higher priority, thus any policy suite, device connection schedule, liability, or iOS

resource assignments associated with the Management group will be assigned to John. If any of these

assignments are not defined for the Management group, John will get assignments from those defined for the

SalesTeam group. If an assignment is not defined in either of the groups, it can then be pulled from the LDAP

folder to which John belongs, or finally, from the organization defaults. An administrator can also owerride all

these prioritized ass i gnment s by manually making direct assignment ¢

7/ Organization Setup Wizard x

Welcome Organization Servers Policies Schedules Finish

ActiveSync Server

= Groups on LDAP Server Groups Imported
LDAP Server i it % .
Search un;e;e groups are imported as user groups
:] Group's priority affects only users who
belong to multiple groups. The highest
5 priority group acts as a user's only group
Import/Prioritize Groups for aollcy i
Group Name Group Name ’
a
WINS Users é 1 | DHCP Users
DHCP Users 2 | WINS Users .
SMTP Server DHCP Administrators W iorit
Domain Computers w
BLEUEN | Domain Controllers
; — A 4
Schema Admins v <] I I
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HandsOff Enrollment

Configure the LDAP sener to allow hands-off enroliment for all LDAP users or for users who are members of
selected LDAP groups or folders. If the LDAP sener is linked to an ActiveSync server that is configured for
hands-off enroliment, hands-off enrollment is enabled for the LDAP sener as well. (See also Enabling Hands-

Off Enroliment.)

Enable the Allow hands-off enrollment for this LDAP server option. When the LDAP sener is linked to
an ActiveSync senver that allows hands-off enrollment, this is automatically enabled. Click Next.

1

To limited the ability to hands-off enroll to certain LDAP groups or folders, enable the option, Only
allow hands-off enrollment for members of selected LDAP groups/folders, then select the
groups/folders to which users who may hands-off enroll belong.

Y Organization Setup Wizard x

Welcome Organization Servers Policies Schedules Finish

ActiveSync Server

LDAP Server

Hands-Off Enroliment
Server

SMTP Server

OpeniD

These settings determine whether Hands-Off Enrollment with the
NotifyMDM server is permitted for members of the LDAP Server.

[ Allow hands-off enroliment for this LDAP server

7 Organization Setup Wizard X

Welcome

ActiveSync Server

LDAP Server

Groups/Folders

SMTP Server

OpenlD

Organization Servers Policies Schedules Finish

[ Only allow hands-off enroliment for members of selected LDAP groups/folders

Groups | Folders

Allow Hands-Off Imported LDAP Groups
™ DHCP Users
| WINS Users

NotifyMDM Version 3.x
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Periodic Updates

NotifyMDM regularly accesses the LDAP server to retrieve updates to groups, folders and user information.
Users whose folder or group membership changes will be updated with the associated policy suite,
connection schedule, and liability assignments of the new group or folder. Similarly, an LDAP authenticated
administrator whose group membership has changed will get a role assignment from the new group to which
he/she belongs.

Users who have direct policy suite, connection schedule, and liability assignments that override default
assignments are not affected by periodic LDAP updates.

1 Set the Refresh Interval to define how often to synchronize LDAP server changes.

1 LDAP User Deleted - Define how the NotifyMDM server should handle users that have been deleted
on the LDAP server. You can choose to leave the user untouched, disable the user (leave the user on
the NotifyMDM server, but block resources), or remove the user from the NotiyMDM sener.

When no action is taken or the user is disabled, the user retains the settings assigned via the LDAP
group/folder.

1 Administrators will always be deleted when the group to which they belong is deleted.

7 Organization Setup Wizard x

Welcome Organization Servers Policies Schedules Finish

ActiveSync Server Refresh Interval (hours): {24 B

Define how often to synchronize
LDAP Server LDAP server changes.

LDAP User Deleted:

5 |No Action
Define how an LDAP user deletion c
2 X |Disable Users
will affect the corresponding

Periodic Updates NotifyMDM device user. [N Osers

SMTP Server

OpeniD

Once the LDAP senver configuration is completed, this page will display an Update Now button which can be
used to initiate an update outside the scheduled interval.
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DefinetheOrgardizt i onds Def a

from Group Emailing, Welcome Letters, security command confirmations, etc.

Define the following SMTP sener credentials and settings:
-SMTP Server Name

-SMTP Server Address

-SMTP Senver Port

-Use SSL

-Use TLS

-Use Authentication

-User Name

-Password

-Automatic Email Address

-Automatic Email Display Name

ul t SMTP Server

NotifyMDM uses the SMTP sener defined here to send administrative email and to send email generated

/ Organization Setup Wizard

Welcome Organization Servers Policies Schedules

ActiveSync Server
SMTP Server Address: ‘—:]
LDAP Server SMTP Server Port: s l:l
usessL: []
SMTP Server
UseTLs: []
OpenlD Use Authentication: [ |
User Name:
Password:
Automatic Email Address: = l:]
Automatic Email Display Name: = I:

Finish

NotifyMDM Version 3.x
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Configure the Organization for OpenlD Administrative Login

(optional)

OpenlD is an open standard that allows administrators to login and authenticate using an outside source. The
organization wizard gives you an opportunity to define the OpenID provider settings for Organization
Administrators.

Define the following:

1. Zone Name - Enter a friendly name for the Provider URL. Administrators use this at login to access
the provider. If there are other organizations on the NotifyMDM senver, this name must be unique.

2. OpenlD Provider URL - Enter the URL of the OpenID provider. If user name is part of the URL,
insert the following in the URL where itis required: {username}

MyOpenID is an example of a provider that includes user name in its URL:
https://{username}myopenid.com

3. OpenlD Return URL - Enter the URL of the server to which the user is returned after successful
provider validation. The default is the current NotifyMDM server URL.

7 Organization Setup Wizard x

Organization Servers Policies Schedules Finish

ActiveSync Server
OpenlD Provider URL: ":—I

LDAP Server OpenlD Return URL: # fhttps://yourcompan
Use Default

Welcome

SMTP Server

OpenlD

B4 | have an OpeniD
provider
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Creatd h e Or g aDefault Rolicy Suite 6 s

Create a default policy suite for the organization. Other policy suites can be created later to accommodate
different groups of users. The default policy suite is automatically assigned to users added to the system via
hands-off enroliment. For additional information, see Policy Suites.

Define a policy namef or t he o r defaultipdie suiteo n 6 s
Set a corporate policy strength (policy for corporate liable devices).

Set an individual policy strength (policy for individual liable devices).

Four Policy Strength Levels

1 Low - No options are restricted on the device. Passwords can be simple.

Moderate - No options are restricted on the device. Passwords are strong and password expiration is
enforced.

Strict - Requires alphanumeric password and encryption on the device and storage card.

High - Browser and camera are disabled. Requires alphanumeric password and encryption on the
device and storage card.

7 Organization Setup Wizard x

Welcome Organization Servers Policies Schedules Finish

Create Default Policy Suites
Assign a Name

Choose a point on the slider to quickly assign a policy suite strength to
your default policy suite. Within NotifyMDM the individual settings are
customizable.

Corporate Policy Suite

Individual Policy Suite

Set Corporate Device Policy Strength

——
Strict security level

Requires alpha numeric password and
encryption on the device and storage card.

To customize the default policy or create additional policies, use the Policy Management > Policy Suites
option on the Organization Management page.
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Createt h e Or g aefauiDavice Gomnéciddchedule

Create a default Device Connection Schedule for the organization. Other schedules can be created later to
accommodate different groups of users. Device Connection Schedules dictate peak and off-peak times for
devices to synchronize. Times can owerlap days to cover different work shift situations and special case
employees. The default device connection schedule is automatically assigned to users added to the system
via hands-off enrollment. For additional information, see Device Connection Schedules.

Define a schedule namef or t he organi zationdés default schedul e.
Set a corporate device connection schedule (schedule for corporate liable devices).

Set an individual device connection schedule (schedule for individual liable devices).

Define the following settings:

Corporate Individual

Monday through Sunday peak connect times Monday through Sunday peak connect times
Peak Connect Interval Peak Connect Interval

Require Direct Push for Peak Time Require Direct Push for Peak Time

Off-peak Connect Interval Off-peak Connect Interval

Require Direct Push for Off-peak Time Require Direct Push for Off-peak Time

Regulating the interval at which devices synchronize should be considered carefully so as to minimize the
device battery depletion.

The times you define in the schedule grid designate peak connection times.
Anything that falls outside the peak schedule is off-peak connection time.

/  Organization Setup Wizard X

Welcome Organization Servers Policies Schedules Finish

Define Corporate Peak Connection Times

Assign a Name

Monday [ [8:00aM [~] to [S:00em  [~]

Corporate Schedule Tuesday [¥] [8:00 AM lvl to [5;00 PM 1']

Wednesday [ [8:00AM |+]to [5:00PM [~]

Individual Schedule

Thursday ] [8:00aM [~]to [5:00PM [+]

Friday 4 [8:00aM [+]to [5:00pM [~]

Times extending into next

day are allowed, but the Saturday D

next day's start time must 80
be after the preceeding Sunday D L=
day's end time.

32| to 717

Peak Connect Interval: |30 |55 minutes Off-peak Connect Interval: |60 4 minutes
Require Direct Push Require Direct Push
for Peak Times O for Off-peak Times O

To edit the default schedule or create additional schedules, use the Policy Management > Device
Connection Schedules option on the Organization Management page.
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Managing SMTP, ActiveSync, and Administrative LDAP

Servers

You can define multiple administrative LDAP or ActiveSync seners for an organization, in addition to the
sener(s) you defined through the Organization Wizard.

You can also edit information for the administrative LDAP, ActiveSync, or SMTP servers defined through the
Organization Wizard.

Server Function in the NotifyMDM Environment

SMTP Server i NotifyMDM uses this sener to send administrative email and to send email
generated from Group Emailing, Welcome Letters, security command confirmations, etc.

ActiveSync Server(s) i (optional)

f

With an ActiveSync server defined, NotifyMDM acts as a gateway server relaying email and
PIM traffic to and from devices. Users are authenticated via their ActiveSync senver
credentials. The sener can be configured to allow hands-off enrollment. ActiveSync servers
using protocol version 12.0 or greater should be configured to enable Autodiscover. See
Hands-Off Enroliment Configuration.

When NotifyMDM is configured so that it does not proxy ActiveSync traffic, users with
Android KNOX and iOS devices that retrieve email can be assigned a certificate for
authenticating against the ActiveSync Sener. See Authentication Certificates.

Organizations that have recently employed the NotifyMDM system to manage devices can
migrate device information from an Exchange ActiveSync server using ActiveSync
PowerShell capabilities. See PowerShell Connection.

Administrative LDAP server(s) (optional) defined here are for the purpose of leveraging LDAP user
information and the LDAP folder and group structure. LDAP sener functionality can be used to
authenticate users and administrators, update user information, and control who may use hands -off
enrollment.

Administrative LDAP seners can also be used to add users to the NotifyMDM server via batch import
and import user information into custom column fields. In addition, an LDAP server can provide email
addresses for the provisioning of users, when linked to an ActiveSync sener where users do not

have an email address ID (ActiveSync protocols less than 12.0, Data Synchronizer, Exchange 2003).

See the following for further information:

f
f
f

In this guide, Configuring _an Administrative LDAP Server

Adding Users, Enrolling Devices: Adding Users via LDAP and Custom Columns

System Administration Guide: Creating Administrative Logins

Note: LDAP seners defined under iOS Corporate Resources are for the purpose of configuring
LDAP settings to make available to iOS device users. When users synchronize the settings, the
device is automatically enabled for accessing corporate directory information.
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Definng AdditionalAdministrativeLDAPor ActiveSynServes
1. From the NotifyMDM dashboard header, select Organization Management.

2. From the drop-down menu, select Administrative Servers, then select ActiveSync Servers or
LDAP Servers.

3. Click the Add LDAP Server or Add ActiveSync Server option.
4. Enter the server credentials and configure the server, then click Save Changes.

LDAP TIP: To limit the number of unnecessary folders/groups pulled from the LDAP server, enter the LDAP
Base DN so that it includes only the required users/groups. This prevents unnecessary users/groups (like
computers and computer groups) from being selected.

EditingServerinformation
To edit credentials for an existing Administrative LDAP, ActiveSync, or SMTP Sener:
1. From the NotifyMDM dashboard header, select Organization Management.

2. From the drop-down menu, select Administrative Servers, then select ActiveSync Servers, LDAP
Servers, or SMTP Server.

For LDAP or ActiveSync servers, select the sener you want to edit from the left panel.

4. Edit the information and click Save Changes.

ServerConnection Testing

Use the Test Now button on the senver editing screens to test the connection from NotifyMDM to an
Administrative LDAP, ActiveSync, or SMTP server after you initially add it or if you suspect there is a
connection problem.

Server Tests: Credentials entered for the test
Administrative -Connectivity between the NotifyMDM None T uses the credentials on file
LDAP Sener server and the Administrative LDAP

senver;

-Verifies that required LDAP attributes
contain values

ActiveSync Senver -Connectivity between the NotifyMDM A set of active user credentials in the
sener and the ActiveSync senver; format required by the ActiveSync server.
-Accessibility by an authorized user;
-Autodiscover

SMTP Sener -Connectivity between the NotifyMDM None
sener and the SMTP sener;
-Authentication if Use Authentication is Optional email delivery test: Provide a test
enabled; email address, subject, and message
-Email delivery body
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Configuring an ActiveSync Server to Issue Authentication Certificates

When NotifyMDM is configured so that it does not proxy ActiveSync traffic, users with Android KNOX and iOS
devices that retrieve email can be assigned a certificate for authenticating against the ActiveSync Senrwer.

In order to apply a Certificate Template to the ActiveSync senrver resource, the ActiveSync proxy option must
be disabled. From the dashboard navigate to System Management > Organization Settings and remove
the mark from the checkbox next to Proxy ActiveSync Traffic by Default.

To Authenticate Users for ActiveSync Server Access:

1. From the NotifyMDM administrative dashboard, select Organization Management > Administrative
Servers > ActiveSync Servers.

2. Select an existing ActiveSync server from the left panel or add one by clicking Add ActiveSync
Server.

3. Select a Certificate Authority and a Certificate Template from the drop-down lists.
4. Click Save Changes.

When NotifyMDM configures ActiveSync settings on an Android KNOX or iOS device, the user's certificate is
deployed based on the certificate template selection.

ActiveSync Server PowerShell Connection Settings

When an organization chooses not to proxy email mail through the NotifyMDM sener, devices will be able to
connect directly to the ActiveSync server to access email without the requirement of MDM enrollment. As a
means of enforcing enrollment, administrators can configure ActiveSync PowerShell settings and employ its
capabilities via the NotifyMDM dashboard to import device and user information from the ActiveSync senver.
Once devices are imported they can be managed from the dashboard and administrators can monitor who
has enrolled with MDM and who has not. The administrator can set a grace period during which devices must
enroll in order to access email. Once the grace period ends non-compliant devices will be restricted from
accessing email.

The PowerShell integration enables NotifyMDM to:

1 Poll the Exchange ActiveSync sener at regular intervals for device and user information and import it
to the MDM sener. Additions and deletions made on the ActiveSync sener are synchronized to
MDM.

Monitor who has not yet enrolled with the NotifyMDM server by viewing the Discovered Devices grid.

1 Enforce NotifyMDM enroliment of auto-discovered devices accessing email by setting a quarantine
date on which unenrolled devices will be blocked from accessing email. Once a device is enrolled the
quarantine is lifted and the device can again access email.

1 Email users when they are nearing the quarantine date. Each device a user has not yet enrolled will
receive an email message.

For information on configuring PowerShell for integration with NotifyMDM, see the PowerShell Configuration
guide.
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Configuringhe System to Queay LDAP Server

When the system is fully configured to query an LDAP sener, users associated with an LDAP folder or group
can be provisioned automatically when added to NotifyMDM manually, via a batch import, or through hands-
off enrollment. This is done by associating each LDAP folder or group with a Policy Suite, Device Connection
Schedule, and Liability status. Users are automatically assigned the settings associated with the group or
folder to which they belong when they are added.

In addition, changes made to folders and groups will automatically update user information via periodic
queries of the LDAP sener.

An Administrative LDAP Server might have been added through the Organization Setup wizard or through the
Add LDAP Server wizard. Howewer, adding provisioning assignments to LDAP groups and folders must be
done through the LDAP server editor using the Group and Folder Configuration option.

To edit an Administrative LDAP server:

1. Select Organization Management from the NotifyMDM dashboard header.

2. From the drop-down menu, select Administrative Servers > LDAP Servers.

3. Select the sener you want to edit from the left panel and expand its menu. You can edit:

f

f
f
f
f

Server Settings T see Define the LDAP Server Credentials and Settings

Domain Settings i see Add Domains

Hands-Off Enrollment Settings 1 see Hands-Off Enrollment

Group and Folder Configurations T see below, Group and Folder Configurations

Periodic Updates Settings i see Periodic Updates

¥ [ Exchange 2007
Server Settings
Domain Settings
Hands-Off Enrollment Settings
Group and Folder Configurations

Periodic Update Settings
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Group and Folder Configurations

Import LDAP groups into the grid, using the Import/Prioritize Groups button.

Any group in the grid:
I can be configured with Policy Suite, Device Connection Schedule, and Liability assignments
1 can be prioritized
9 is also added to the Hands-Off Enrollment Settings grid

Import Groups. Select a group from the left panel and click the double arrow to designate it as a group to
import. You can prioritize the groups here or from the grid. Click Finish to return to the grid.

Administrators should familiarize themselves with the LDAP sener structure and erify that groups they
choose for use with the NotifyMDM server contain the following necessary attributes: User Identification

Attribute, Group Membership Attribute, Group Object Class, and User Object Class. Groups without these
attributes should not be used.

Import/Prioritize Groups x

LDAP groups imported here can be used to assign policy suites, connection schedules, and a liability
setting for all group members. Additionally, hands-off enrollment can be restricted based on LDAP
group membership.

Groups on LDAP Server Groups Imported

Search These groups are imported as user groups only.

Group's priority affects only users who belong to

as a user's only group for policy assignments.

Group Name Group Name |4}

group1 = 1 | groupl a
group2 2 | group2 4
group3 » 3 | group3 Priority
dept] 4 | deptl E W
dept2 - 5 | dept2 L 4
admins1 (vl <] I > |

Finish

Prioritize Groups. Prioritizing groups is only necessary when there are users that belong to more than one

group. If users only belong to one group, priority does not affect user assignments. See also Import/Prioritize
Groups. Select a group and use the Priority arrows or drag and drop agroupt o adj ust t he

Groups | Folders

Select a group to make or edit Policy Suite, Connection Schedule, or Liability assignments. Click to Adjust priority button to change group priorities.
Priorities determines settings when a user belongs to more than one group.

Priority | Imported LDAP Groups Policy Suite Connection Schedule| Liability
1 groupl <Not Assigned> | <Not Assigned> <Not Assigned:
2 group2 <Not Assigned> | <Not Assigned> <Not Assigned> a
3 group3 <Not Assigned> | <Not Assigned> <Not Assigned> A
4 depti <Not Assigned> | <Not Assigned: <Not Assigned:> Priority
5 dept2 <Not Assigned> | <Not Assigned:> <Not Assigned:
v
v

Import/Prioritize Groups

groupbo
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Configure the group with setting assignments. Click the Groups or Folders tab and browse through the list
to locate the group or folder you want to configure. Select a group or folder. Select Policy Suite, Device
Connection Schedule, and Liability assignments. The Blacklist or Whitelist associated with the Policy Suite
will display as well. Click Save Changes.

Tip: When you make changes to the assignments, you may want to initiate a synchronization with the LDAP
sener as well, if the scheduled Periodic Update will not occur for several hours. This way you will coordinate
the changes you have made on the NotifyMDM server with any changes that may have occurred on the LDAP
sener. Initiate an update by using the Update Now button on the Periodic Update Settings page.

These assignments can also be made directly from the user/device grid. See the Organization Administration
Guide.

Cakisolome; Users #Whitelists/Blacklists: Faculty A x
; [Schedule-Based |~
Sa manmadeis. u Blacklists Corporate Individual
Policy Schedule: s | Fall Semester A X CrT
Policy Suite During Schedule: = [FacuityA  |+] '@
Policy Suite Outside Schedule: s | Default || ¢ Whitelists Corporate Individual
Connection Schedule: | Pefault B Default
Liability: O Unknown
@ Corporate
Q Individual
Reset All
How a userds setti nA susaerred sd eitnedrinvii deic | settings are det ¢

following sources in this order:
1 any direct assignments

T any assignments made to the userds highest priority
is no associated assignment)

T any assignments made to the usero6s fol demchfishe fol d
consulted first)

1 organization defaults if none of these have associated assignments
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Configuring an Organization

Organization Settings

The Organization Settings page has a variety of settings that allow you to determine the features you want to
implement for an organization. You can also update the organization information (name, contacts, etc.) or
default settings.

To access the Organization Settings page select System Management > Organization.

Organization Settings consist of the following:

f
f
f
f
f

General Settings

iOS Management
Organization Defaults
Hands-Off Enroliment Defaults

Windows Settings

The lists below document the information and settings that can be configured here.
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General Settings

1  Organization name and contact information 1 Samsung KNOXWorkspace License
T Welcomeletteri When enabled, emails awelcome (description)

letter to users when they are added Cisco ISE API version (description)
1 EULAT Whenenabled,users mustacceptan End Proxy ActiveSync Traffic by Default (description)
User License Agreementto complete NotifyMDM Acceptable Use Policy Upload button

app enrollment (description)

E R

T Maximum Numberof Devices Per Useri Limits the 1 Enable AUP
numberofdevices users can enroll; (Choose 1-99, - f  Promptfor authentication to access Managed
1 for unlimited, 0 for no new enroliments) Apps i Prompts for credentials before a user
i SMTP Server name (display only) o can access Managed Apps on the device
1 Signing Certlflcatg Qpload button (description) 9 Android Device Owner App URL (description)
- Use GCM (description) Y  Android Device Owner APP Checksum

Organization Settings

Organization Name: #
Contact Person: =
Contact Person's E-mail Address: % |jstewart@com ;_:any.’
Contact Person's Secondary E-mail: :]
Contact Person's Phone Number: # Ext: D
Contact Person's Secondary Phone: :] ‘
™
O

Send Welcome Letter to Users:

Display EULA:
Note: If this setting iz enabled, the user must accept an End User License

Agreement to complete enroliment of the NotifyMDM device app

Maximum Number of Devices Per User:

Note: Controls device enrollment. Limit enroliment to 1 - 99 devices per user

or enter -1 for unlimited device enroliment, 0 for no new enroliments
SMTP Server:  ex07
Signing Certificate:

Use GCM:

Samsung KNOX Workspace License: l

Cisco ISE APl version: m

Proxy ActiveSync Traffic by Default:  [V]

Note: When ActiveSync Proxy is disabled, managed devices will be configured to connect directly to the

ActiveSync server. You will not be able to manage devices that have only an ActiveSync account.

Acceptable Use Policy:

Enable AUP: ||

Note: If you update the Acceptable Use Policy, send a group message informing end users that
they must open the NotifyMDM app to accept the updated policy.

Prompt for authentication to access Managed Apps:  [¥]

Android Device Owner App URL:

Specify the URL from which the NotifyMDM for Android app can be downloaded if you
want to configure the app as Device Owner In Android 5.0+ devices.
Android Device Owner App Checksum:

Specify the checksum of the NotifyMDM for Android app if you want to configure the

app as Device Owner in Android 5.0+ devices

Sample Organization Settings page
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iOS Management:
APNs Certificate Upload button (description)
APNs Expiration Date (annual)

Apple ID
iOS Configurator Groups button (description)

= =8 -8 -8 9

Now buttons (description)

Apple DEP Token Expiration Date (annual)
DEP Account E-mail

Push NotifyMDM to iOS devices (description)

Apple DEP Token Upload, Edit, Remove, and Sync

Organization Defaults

Policy Enforcement Type
Policy Schedule (description)
Policy Suite

Device Connections Schedule
(Administrative) LDAP Server
Liability

=A =A== -8 a9

Hands-Off Enrollment Defaults

MDM App Type
Enterprise App Upload/Editbutton

= =8 =8 -8 -9

Organization Settings

iOS Management

APNs Certificate:

Certificate Topic:

APNs Expiration Date:
Apple ID:

i0S Configurator Groups:
Apple DEP Token:

Push NotifyMDM to iOS devices:
MDM App Type:

Organization Defaults
Policy Enforcement Type:
Policy Suite:
Device Connection Schedule:
LDAP Server:

Liability:

Hands-Off Enrollment Defaults

PFN (Package Family Name):

*
*

1 Local Groups

)

Go to System Sottings to apply an APNs Certificate to multiple organizations.

com.apple.mgmt.External.af853723-55b9-4018-8360-a62d0df167f7 (Enabled)

Aug 19 2016 3:18PM

jwi(mer@notify(orq

_Export Profile for Configurater

DE

@® App Store (O Enterprise App

(® Standard (O Schedule-Based

(® Corporate (O Individual

e
Windows Settings
Federated Authentication Policy: []
sio: |
Client Secret: |

Passport for Work Tenant Id:

Sample Organization Settings page: iOS Management, Organization Defaults, Hands-Off Enroliment Defaults
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Windows Settings

These settings will configure the NotifyMDM sener to communication with the Windows Push Notification
Senices (WNS). WNS provides a mechanism for real-time delivery of policy updates and security commands
to Windows 8.1+ devices. Without this configuration, updates are delivered at intervals defined by the
connection schedule assigned to the device.

To obtain these credentials, you must have a Windows Store deweloper account and complete a registration
process. Please reference the Microsoft document on Authenticating with WNS.

1 Federated Authentication Policy - (optional) Checking this boxemploys a service to collect us erinformation and
authenticate users during enroliment.

Note: Windows 8.1 tablets can only enroll using Federated Authentication
SID (Package Security Identifier) - Credential used to authenticate with Windows Push Notification Services (WNS)
ClientSecret - Credential used to authenticate with Windows Push Notification Services (WNS)
PFN (Package Family Name) - Application identifier
Passportfor Work TenantId i Passportfor Work policies (see Policy Suites >Windows Devices > Passportfor
Work) apply only to users associated with an Active Directory. Enter the credential used to identify the Active
Directory server here.

E E

Organization Settings

Windows Settings

SID

Client Secret

PFN (Package Family Name)

Federated Authentication Policy: []

Passport for Work Tenant Id

Sample Organization Settings page: Windows Settings
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Signing Certificate Upload

The signing certificate is a security measure that authenticates the server and allows iOS devices to
recognize it as a trusted source.

The Signing Certificate Upload button allows you to add a signing certificate for the organization. This must be
a CA signed certificate, as self-signed certificates are currently not supported.

A Signing Certificate designated here for the organization owerrides the system-wide Signing Certificate
defined in System Settings.

1. Select System Management > System Administration > Organizations
2. Select an organization from the list and click the Upload button next to the Signing Certificate field.

Add Signing Certificate x

Certificate File: | Browse...

Password: |

Click the Browse button, then navigate to and select the file containing the Certificate.
Enter the Password associated with the file and click Upload.

Click Save Changes on the option bar.
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Google Cloud Meaging (GCM) Toggle

NotifyMDM can use the Google Cloud Messaging senice to let Android devices know that it is time to

synchronize. Each device establishes an accredited and encrypted IP connection with the GCM senice.

Whenewer notifications for the device are available, the NotifyMDM server connects with GCM servers. GCM

then pings the device telling it to synchronize with NotifyMDM. This method of initiating synchronization is

used in place of the NotifyMDM app 6s device connect i oelayed updatesitathesdevicee | i mi n e
Using the senice offers added functionality in the following ways:

1 Security commands such as Full Wipe or Lock Device are applied immediately.

1 Changes made to a policy suite or user settings are applied immediately.

1 Android corporate resource assignments are applied immediately.

1 Fewer resources are used than with direct push, since the connection is not persistent.
There are sewveral things to consider if you elect to use the senice:

9 It requires devices to run Android 2.2 or higher.

9 Certain 2.2.x devices will not register with GCM properly. In this case, the NotifyMDM device
connection schedule handles the aspects of queueing of messages and delivery to the target Android
app running on the device.

1 Devices with an Android OS lower than 4.0.4 must have a gmail account and have the Google Play
Store application installed on the device.

A Google account is not required on devices running Android OS 4.0.4 or higher.

1 Google Play Senices version 3.1 or higher must be installed on the device.

GCM logs can be viewed from the System view of the dashboard. They list successful events logged during
connections between the NotifyMDM server and the Google Cloud Messaging (GCM) server, and between
the NotifyMDM server and Android devices using GCM senice (see Synchronization Logs).

Obtain your GCM Credentials. Create a Google API project and obtain GCM credentials via the Google
APIs Console (see the GCM for Android Setup guide). Only one set of credentials is required per system,
regardless of the number of organizations the system hosts. The GCM senice can be turned on or left off for
each individual organization.
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Enter your GCM credentialslamnable the GCM service for the system

Once the GCM credentials have been obtained, the GCM senice must be enabled for the system on the
NotifyMDM sener under System Settings. GCM credentials (Sender ID and API Key) are also entered here.

Only one set of credentials is required per system, regardless of the number of organizations the system
hosts. The GCM senice can be turned on or left off for each individual organization.

1. From the NotifyMDM dashboard, select System Management > System Administration > System
Settings.

Check the box next to Enable GCM.
Enter the Sender ID and the API Key that were generated via the Google API Console.
Click Save Changes.

o~ L DN

From the Organization Settings, turn on the senice for each organization that will use GCM.

Toggle the service on for each organization that will use GCM

Once the GCM credentials have been entered in the System Settings, the GCM senvice can be turned for
individual organizations in Organization Settings.

1. From the NotifyMDM dashboard, select System Management > Organization.
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