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Accessing the Dashboard

Access the Dashboard
NotifyMDM dashboard requirements:
1 Microsoft Internet Explorer, Firefox, or Safari
1 Adobe Flash Player 10.1.0
1 Minimum screen resolution: 1024 x 768
1

Desktop computer running Windows OS

In your web browser, enter the server address of the NotifyMDM server followed by /dashboard
Example: https://company.mdm.server/dashboard
On-Demand users enter: https://ondemand.notifymdm.com/dashboard

Standard Login

Log in to the NotifyMDM dashboard using your administrative login credentials in one of the following
formats:

1 Locally authenticated logins enter:
email address and password

: . .
— Mobile Device

MANAGEMENT

ce

Standard Login | OpenlD l .

| —

Zone Mame; |

OpenlD Username: | |

You can create additional logins to the dashboard with system administrator, organization administrator, or
support administrator privileges. See the System Administration Guide for details.
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OpenlID Login
Use your OpenlID credentials to log in.

1. Atthe NotifyMDM login screen, enter the Zone Name, an easy to remember name NotifyMDM

uses to redirect you to the OpenlD provider portal. If your provider requires it, enter your OpenlID
Username as well.

2. Atthe provider site, enter your OpenliD credentials.

Note: If this is the first time you have logged in to NotifyMDM with an OpenlID or your

OpenlD information has changed, you will be prompted for a PIN code before entering the
NotifyMDM dashboard.

Zone Name and new PIN codes are emailed to you from the NotifyMDM server.

— Mobile Device

MANAGEMENT

5 Admin Setup Pin Code x
Stmdan:lmln | OpenlD l
Zone Name: |:\ Enter Admin Setup Pin Code :I
A T —
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Licensing

When you create an organization using the Organization Setup Wizard, enter the license key issued to you by
your Globo Mobile Technologies Sales representative.

A single NotifyMDM license can be used across multiple organizations. The license carries the number of
seats you have purchased or are evaluating. As you add or remove users on the NotifyMDM server, the
number of available seats is decremented or incremented accordingly. You can add as many users as
there are seats on the license.

An expiration date is associated with the license and the validity of the license is checked once a day against
the Globo Mobile Technologies registration server.

Available License Seats

You can view the current number of seats available on the License page of the NotifyMDM
dashboard.

Select System Management > License.

The License Key, number of Seats Available, and the Validate License button display.

In the Smart Devices and Users view, the Add New User Wizard displays the number of Seats Available
when you add a user.

License Validation

NotifyMDM automatically checks the validity of licenses once every 24 hours. The Validate License
option also allows you to initiate a license validation if necessary.

You may need to initiate a license validation in the following situations:

1 You have added more seats to your license and you need them to be available sooner than whenthe
daily validity check occurs.

1 The license had previously been deactivated for some reason and you must synchronize the
reactivation.

The license did not validate because of a connectivity issue and the issue has been resolved.

Addition or removal of users in an organization does not update the displayed number of available
seats until the license validates. This happens automatically every 24 hours; however, a system
administrator can initiate an update sooner by using the Validate License button.

Select System Management > License. Click the Validate License button.
Or, select System Management > System Administration > Organization Licensing. Select an
organization and click the Validate License button.
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The Activity Monitor and Alerts

The NotifyMDM Activity Monitor provides snapshots of information regarding the wireless devices and users
in the enterprise network. Pie charts, bar graphs, and tables display statistics at a glance. In addition, the view

can be flipped to display a log of warnings and alerts.

The Activity Monitor is the default view for all logins; however, another view in the dashboard can be
designated as the default by editing the login credentials. (See System Management > Organization

Administrators)

The Activity Monitor always displays six graphs at a time.

You can choose which six to display from the following:

Configuration

Activation/De-Activation History

Active/lnactive Devices

Devices by Carrier

Devices by Connection Schedule

Devices by Domain

Devices by Liability

Devices By Ownership

Devices by Plan Type

Devices by Policy Suite

Connectivity

ActiveSync Authorization Failures

Bar chart showing the number of devices activated and
deactivated in the past seven days.

Pie chart showing the percentage of active devices versus
disabled devices.

Pie chart showing the percentage of devices using a particular
carrier.

Pie chart showing the percentage of devices operating under
each device connection schedule.

Pie chart showing the percentage of devices operating under a
particular domain.

Pie chart showing the percentage of devices designated as
corporate liable vs. individual liable. (Liability refers to ownership
of the data on the device.)

Pie chart showing the percentage of devices owned by the
company vs. the percentage of devices personally owned by
individuals.

Pie chart showing the percentage of devices operating on an
international vs. a domestic plan type.

Pie chart showing the percentage of devices operating under
each policy suite.

Pie chart showing the percentage of devices passing invalid
credentials for the ActiveSync accounts of known users to the
server.

NotifyMDM Version 3.x
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ActiveSync Version

Device App Authorization Failures

Device App Language

Device App Version

Statistics

Devices by Battery Level

Devices by Battery Status

Devices by Free Memory

Devices by Memory

Devices by Network Type

Devices by Platform > OS > Model

Devices by SD Card Free Memory

Devices by SD Card Installed

Devices by SD Card Memory

Devices by SIM Card
Removed/Changed

Devices by Timezone

Devices by TouchDown Registered

Devices by Violation

Jailbroken/Not Jailbroken

Pie chart showing the percentage of devices operating with
various ActiveSync protocol versions.

Pie chart showing the percentage of devices passing invalid
credentials for the NotifyMDM account of known users to the
server.

Pie chart showing the percentage of devices by their language
setting.

Pie chart showing the percentage of devices by the version of
NotifyMDM app installed.

Pie chart showing the percentage of devices that have battery
levels at 0-20%, 21-40%, 41-60%, 61-80%, or 81-100%.

Pie chart showing the percentage of devices in various statuses
of battery health: charging, not charging 1 battery health good,
etc.

Bar chart showing the number of devices with 0-20%, 21-
40%, 41-60%, 61-80%, or 81-100% free memory.

Pie chart showing the percentage of devices that have memory
capacity of 256 MB, 512 MB, etc.

Pie chart showing the percentage of devices operating under a
particular carrier network.

Pie chart showing the percentage of each device platform in use.
Click a Platform wedge to show platform by device operating
system version. Click an OS wedge to show operating system
version by model. Click the back arrow to return to the previous
view.

Bar chart showing the number of devices with 0-20%, 21-
40%, 41-60%, 61-80%, or 81-100% free SD card memory.

Pie chart showing the percentage of devices with an SD card
installed versus those that do not have an SD card installed.

Pie chart showing the percentage of devices that have SD card
memory capacity of 256 MB, 512 MB, etc.

Pie chart showing the percentage of devices on which the SD
card has been changed or removed versus those that have had
no change in the SD card status.

Pie chart showing the percentage of devices by the time zone in
which they are used.

Pie chart showing the percentage of Android devices that have
registered the TouchDown app versus those that do not have
TouchDown.

Pie chart showing the percentage of devices that are restricted
versus those that are not restricted.

Pie chart showing the percentages of jailbroken devices vs. those
that are not jailbroken. This includes jailbroken iOS devices as

NotifyMDM Version 3.x
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Roaming/Not Roaming

Texts/Minutes Usage

Trends

Trend of Changing Carriers

Trend of Changing Device Models

Trend of Changing Ownership

Trend of Changing Platforms

well as rooted Android devices.

Pie chart showing the percentages of roaming devices vs. those
that are not roaming.

Table listing top consumers in regard to text and minutes usage
in the last 30 days.
Line graph showing the number of users who have changed

carriers over a weekods ti me.

Line graph showing the number of users who have changed
device model s over a weekos t

Line graph showing the number of users whose device ownership
has changed over a weekds ti me

Line graph showing the number of users who have changed
deviceplatf or ms over a weekds ti me.

Select Graphs. Click the Choose Visible Charts button at the bottom left corner of the Activity Monitor screen.
Select the six graphs you want to display on the grid.

The graphs you select and the grid arrangement are maintained for your dashboard login credentials.

81%-100% !

wned

10/03 10/04

|| Devices Activated

| Devices Deactivated

Activation/De-Activation History Text/Minutes Usa

Text

Top Use

Last 30 D4

10/05 10/06 10/07 10/08 10/09

lChoose Visible Charts | ¥

y <.
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When making or hovering over a selection, a preview of the chart appears. The information in the preview

chart is sample data.

The Activity Monitor grid always displays six graphs. If fewer are chosen, the most recently deselected graphs

will display along with your choices. You cannot select more than six graphs. You must deselect a graph
before you can choose a different graph.

6 / 6 Selected

Chart Preview
36

30

08/28

08/29 08/30

l Devices Activated

Il Devices De-

Activated

Chart Group Presets

(O Connectivity (0 Device Statistics

(O Configuration (O Network Statistics

@ None

Configuration

[ Activation/De-Activation History

[] Active/Inactive Devices

[J pevices by Carrier

l:] Devices by Connection Schedule

[J pevices by Domain
[l Devices by Liability
[Jpevices by Ownership
[[IDevices by Plan Type

[[J pevices by Policy Suite

Connectivity

O ActiveSync Authorization Failures

O ActiveSync Version

[Jpevice App Authorization Failures

[Jpevice App Language
[ pevice App Version

Statistics

[[JDevices by Battery Level

[ e ey o [ 0 PSR e I

[»]

v

Choose Visible Charts | r

Click the Choose Visible Charts button when your selections are complete.

Chart Group Presets. You can choose a preset group of charts.

Connectivity displays . . .

Configuration displays . . .

Device Statistics displays . . .

Network Statistics displays . . .

ActiveSync Authorization
Failures

Devices by Connection
Schedule

Device by Free Memory

Devices by Network Type

ActiveSync Version

Devices by Domain

Devices by SD Card Free Memory

Devices by Timezone

Device App Authorization
Failures

Devices by Liability

Devices by TouchDown
Registered

Roaming/Not Roaming

Device App Language

Devices by Ownership

Devices by Violation

Text/Minutes Usage

Device App Version

Devices by Policy Suite

Jailbroken/Not Jailbroken

Devices by SIM Card
Removed/Changed

Devices by Network Type

Devices by Plan Type

Devices by Battery level

Devices by Carrier

NotifyMDM Version 3.x
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Rearrange Panels. You can rearrange the panels in the view by selecting a block and dragging it and
dropping it where you prefer.

Devices by Palicy Devices by Platform Device Activation/De-Activation History
&
l ben l Android
B chuck k BlackBemy s
B cord B ios 4
W dennapolicy Unknown Device g .
. Grpover . Windows Mobile
2
B =
. Natify Policy . 1
random
a
Sidla
l 020 0121 022 0123 0124 0125 0126
ik
[ Devices Activated
||| DevicesDeactivated
T e Il
[ |
Texts/Minutes Usage Devices by Carrier Devices by Ownership
Texts Minutes Jf are B e
Top Users Top Users
. ATET . Corporate
Last 30 Days Last 30 Days
tgeorge@dcO03.notify.net tony B eoos
1 1 min
| T-Maobile
B TracFone

View Details. You can see detail of the statistics by mousing over a section of a graph or chart.

-

Devices by Carrier

l None

l ATET
B sprint
E‘i! T-Mobile
Verizon: 9.6% |.Cellular
(13) !
nzon
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Zoom on a Panel. You can enlarge a panel to full view with full details by double-clicking it. Double-click on
the enlarged view to return to the Activity Monitor view.

"% View Alerts | |1 Get Most Recent Data |

Devices by Network Type

. AT&T
|| T-Mobile
) Unknown
) il

Refresh the View. You can refresh the Activity Monitor view with the most recent data by selecting Get Most
Recent Data in the gray option bar.

C@ Mobile Device e & &g & >
MANAGEMENT Activity Monitor Smart Devices Crganization User and Device System
and Alerts and Users Management Reporting Management

| View Alerts '] ) Get Most Recent Data 1
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Flip to the View Alerts Grid. You can flip the Activity Monitor view to a table of alerts listed by user. Select
View Alerts in the option bar. Select View Info Charts to return to the Activity Monitor view.

For an alert to trigger, Alert Settings in the Compliance Manager must be enabled. Alerts report violations of
device access restrictions. They also monitor and report on device resource levels, connectivity, and
administrator or user initiated events. For information on enabling the Alerts Settings, see Compliance
Manager: Managing Alert Settings.

[ % View Info Charts | [0 Get Most Recent Data @ Snooze Alerts | |'® Disable Alerts “Mark All Read | | Mark All Unread

Alert Search Criteria

Date Range: User Name: Message Keywords: Priority:
[10r0372013 ] to [10m32013 | l ‘ [ ] O tow [ Medium [JHigh Search Reset @
User Name | Device Timestamp (Server Local) | Status Priority Message
System Alert None 10/03/2013 8:16 AM (-04:00 GMT) Unread High The Apple Push Notification Service certificate associated with your organization

will expire on Oct29 2013 4:33PM GMT.

The total number of alerts is displayed at the bottom of the grid. An icon in the top right corner of the
NotifyMDM dashboard gives the number of unread alerts in the grid. Unread alerts are displayed in red text.
Alerts that have been read are displayed in black text. Only unread alerts display when you select Hide
Read Alerts.

Alerts - (29)

Search the Alert Grid. Search the View Alerts grid by:
1 Date Range
1 User Name
1 Keyword(s)
1 Priority

Snooze Alerts T You can select one or more alerts in the grid and click the Snooze Alerts button. This
temporarily stops the alert from repeating, at the set interval, until you have had an opportunity to investigate.
Choose to snooze for 1-60 Minutes, 1-24 Hours, or 1-60 Days.

Disable Alerts T You can select one or more alerts in the grid and click the Disable Alerts button. This
disables the Alert Setting. All alerts of this type cease to trigger. They no longer report on the View Alerts grid
and do not send email and SMS notifications to designated administrators.
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Corporate Resource Management

Corporate Resources refer to servers, networks, and other resources which are available to iOS and
Android users. They include resources such as, LDAP and mail servers, Wi-Fi and VPN networks,
Provisioning Profiles, Subscribed Calendars, or Web Clips.

Use the resour ce t o@rgamization Managemehtview to define drédentials for the
server and network resources. Then use the resources in the User Profile to associate iOS or Android device
users with a resource and configure user account settings to push out to devices.

You can also make resource assignments to members of LDAP groups or folders from these options. User
credentials are obtained from the LDAP server, thus saving the administrator from having to make resource
assignments per individual user.

Android devices currently support only VPN and Wi-Fi Network resources.

Organization User and Device v ~ '
Management Reporting Management

organization User and Device System

Policy Management »
F = I Policy Management » _

i0S Corporate Resources » ((o)) Access Point Names
Android Corporate Resources p | CalDAV Servers iOS Corporate Resources >
r
/A, Application Management > IA! CardDAV Servers Android Corporate Resources ) €9 VeNs
s .
. ¥& Administrative Servers » Exchange Servers ) G S Bl 7
/% Application Management > " Wi-Fi Networks
% Organization Control 2 I ! LDAP Servers
‘a'# Administrative Servers 4
: : Compliance Manager w Mail Servers
lications " . i 1 4y Organization Control >
A Provisioning Profiles 2
plications SCEP Servers | : Compliance Manager :I

ill disable Managed App functionality
4 Subscribed Calendars

¥y VPNs

_ Android Corporate Resources
5 Web Clips

L L': Wi-Fi Networks

iOS Corporate Resources
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Assigning Corporate Resources to Users

Corporate resources can be assigned to individual devices through the User Profile. See Corporate Resource

Assignments.

You can also assign corporate resources via an LDAP group or folder. Choose the resources for a group or
folder. Users are then assigned resources based on their LDAP group/folder association. This can be
accomplished from the User Grid or from the resource management page.

iOS Resource Expiratii®@S 6+ devices)

Any iOS resource (with the exception of SCEP Servers) can be configured to expire on a given date or after
an interval of time. A user whose iOS 6+ device has been assigned the resource can access it only until it

expires.

1 Date expirations occur at the beginning of the designated day (12:00a.m.).

1 Interval expirations occur at the end of the day (11:59 p.m.) after the interval has elapsed. For
example, a resource available for 5 days will expire at 11:59 p.m. on the fifth day.

If you update the expiration of a resource and save the changes, you can choose to reload the existing
installed resources, which will reset the expiration date on devices.

Connection Testing

Use the Test Now button on the server screens to test the general connectivity of the server after you initially
add it or if you suspect there is a connection problem. These servers are accessed by devices, not the
NotifyMDM server, so these tests merely verify that the server has a port open to authorized users.

Server

Mail Servers

Exchange
Servers

LDAP Servers

SCEP Servers

CalDAV Servers

CardDAV Servers

Subscribed
Calendars

Tests:

-General connectivity;
-Accessibility by an authorized user

-General connectivity;
-Accessibility by an authorized user;
-Autodiscover

-General connectivity;
-Accessibility by an authorized user

-General connectivity

-General connectivity;
-Accessibility by an authorized user

-General connectivity;
-Accessibility by an authorized user

-General connectivity;
-Accessibility by an authorized user

Credentials entered for the test

User name and Password of an active user on
the mail server

A set of active user credentials in the format
required by the Exchange server.

User name and Password of an active user on
the LDAP server

None

User name, Password, and Principal Address of
an active user on the CalDAV server

User name, Password, and Principal Address of
an active user on the CardDAV server

User name and Password of an active user of
Subscribed Calendars

NotifyMDM Version 3.x
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Resource Configurations

You can define the following servers, networks, and other resources:

Resource Description Supporting
Devices
Access Point The Access Point Name identifies the external cellular network a phone accesses 10S
Names (APN) for data. When you configure a new APN, you must have the correct settings for

the carrier and type of account provisioning. Incorrect settings can result in a loss
of functionality or additional charges.

Reasons you may need to assign a new APN:
1 The APN settings are incorrect and user is getting error messages.
1 You are assigning a differentc a r r AP& to@ siser with an unlocked phone.

1 A user is traveling outside of the wireless provider's service area and needs a
different APN to avoid data roaming charges.
i . ) i0S
CalDAV Servers Define your corporate CalDAV servers. Then associate a user with the server and
configure calendar account settings tgc
i . . i0S
CardDAV Servers Define your corporate CardDAV servers. Then associate a user with the server and
configure contact accountsett i ngs t o push out to the
) . i
Exchange Servers Define your corporate Exchange server or server utilizing the Exchange oS
ActiveSync protocol servers. Then associate a user with the server and configure
ActiveSync account settings to pushouttot he user s devi ce.
i . . i0S
LDAP Servers Define your corporate LDAP servers. Then associate a user with the server and
configure LDAP settings to push out to the device so the user can access
corporate directory information via the device.

LDAP searches can be added to limit the number of users pulled from the LDAP
server. Specify the Base DN and search scope, so that only users belonging to a
specified group are queried.

Mail Servers Define your corporate mail servers. Then associate a user with the server and i0S

configure email account settings to puy
Provisioning Define and upload provisioning profiles that enable iOS device users to install in- !
Profiles house iOS apps. You can push out a provisioning profile to individual users or

check Apply to Organization to assign to all iOS device users in the organization.

. . . i0S

SCEP Servers Define your Simple Certificate Enrollment Protocol (SCEP) servers. Then

associate a user with a SCEP server in order to issue digital certificates to

devices using an automatic enroliment technique. This provides a method

of delivering encrypted configuration profiles to iOS devices. See also

SCEP Servers.
Subscribed Define the subscribed calendars you want to push out to iOS devices. These are 10S
Calendars read-only calendars that use the iCalendar (.ics) format. Calendars are obtained

from calendar-based services that support calendar subscriptions, including iCloud,

Yahoo, Google, and the Mac OS x iCal application.
VPNs (Android) Define your VPN networks. (égd;ocl)(i)
Instruct users to download and install the third party app, available through the
Google Play Store (or add to your Managed Apps list), required for the VPN
connection type. Then associate a user with the VPN network and define the
wireless network credentials to push ¢

Note: Users installing Cisco AnyConnect should enable External Control in the
appbs settings prior to r ecNoifliMDM gprva.
If enabled after the assignment is sent, they must use the VPN Settings in the
NotifyMDM settings to establish the connection.
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i0S

VPNs (i0S) Define your VPN networks.

Instruct users to download and install the third party app, available through the App

Store or iTunes (or add to your Managed Apps list), required for the VPN

connection type. Then associate a user with the VPN network and define the

wireless network credentials to push ¢
Note: IPSec does not require a device application.

Web Clips Define shortcuts to a specific web application or web page that can be pushed to 10S
usersd6 device Home screen. When a user
automatically launches and takes the user to that application or page.

Wi-Fi Networks Define your Wi-Fi networks using various levels of security, including WEP, WPA, Arl10drsc;id
and WPA2. Then associate a user with the Wi-Fi network and define the wireless
network credentials to push out to the

Configure Serveettings

The credentials for each server are defined using a wizard:

Mail Servers Exchange Servers LDAP Servers CalDAV Servers CardDAYV Servers

-Email Server Type -Exchange Server Name -LDAP Display Name  -Display Name -Display Name

-Account Name
-Server Address
-Server Port

-Use SSL

-Allow Move (iOS 5+)
-Account Type
-IMAP Path Prefix
-Authentication Type
-Expiration (iOS 6+)

-Exchange Server
Address

-Exchange Port
-Use SSL

-LDAP Server
Address

-LDAP Port
-Use SSL

-Server Address
-Server Port

-Use SSL
-Expiration (iOS 6+)

-Server Address
-Server Port

-Use SSL
-Expiration (iOS 6+)

-LDAP Searches
-Expiration (i0S 6+)

-Use S/MIME (iOS 5+)
-Allow Move (iOS 5+)
-Use Only in Mail (i0OS 5+)

-Allow Recent Address
Syncing (i0S 6+)

-Expiration (iOS 6+)

/7 Add New Mail Server Wizard x
Mail servers defined here can be assigned to users and used
to push out e-mail account settings to their device.

Email Server Type:
Account Name: ;:I
Server Address: # :]

Server Port: s [:
usessL: [
Allow Move (i055+):  []
Account Type:
IMAP Path Prefix: [:]
Authentication Type:

Sample Add New Server Wizard

Mail Servers and Exchange Servers have settings that can be enabled/disabled to govern how the malil
account can be used by an iOS 5+ user. If they are set when the resource is created, they cannot be changed

at the user level.

NotifyMDM Version 3.x
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Allow Move (iOS 5+) i When disabled, this option prevents an iOS 5+ device user from moving
messages from corporate mail account folders to folders associated with other mailbox accounts. For
example, a user could not move a message from the corporate mail account Inbox to a folder
associated with his or her personal mail account.

Use Only in Mail (i0OS 5+) T When enabled, this option prevents an iOS 5+ device user from setting
the corporate mail account as the default. The corporate mail account can then only be used in
conjuncti on wMailbhpplicdtian. devi cebds

This prevents messages cr eat dalapplicationframebeirg kenttfrbme
the corporate account. For example, if the user sends a photo from the device Photo application, it is
not sent from the corporate mail account; nor can the user send an attached contact file from the

d e v i Camtécss application using the corporate mail account.

Allow Recent Address Syncing (iOS 6+) i When enabled, recently used email addresses are
stored on the device. They will then appear in a selection list if the user begins to type the address in
a subsequent email.

Configure Network Settings

The credentials for each network are defined using a wizard:

Wi-Fi Networks

(ioS)

-Resource Name
-SSID

-Auto Join (i0OS 5+)

-Hidden Network

-EAP-FAST VPNSs (iOS) Wi-Fi Networks -Allowed VPNs
Settings vary based on  (Android) Pairwise Cipher (Android 4.0+)

-Allow Trust connection type Cisco AnyConnect,

Exceptions ) -Resource Name  -Allowed or F5 SSL

_ -Display Name Protocol

-Inner Identity ) -SSID -Display Name
-Connection Type -Pre-Shared Key

-Proxy Type _ -BSSID -Connection Type
-User Authentication -WEP Key

-Proxy Address,
Port, Username,

-Remote Address

-Hidden Network

-Remote Address

-Security Type

-Password

-Password Per

-Allowed

Password Authentication

-Expiration (iOS 6+)

-Proxy Type

-Expiration (i0S 6+)  _Allowed Group

Connection Cipher
-Allowed Key
-Accepted EAP Management
Types
/7 Add New Wi-Fi Network Wizard x

WiFi Networks defined here can be assigned to users and used to
automatically configure wireless network credentials for their device.

Hidden Network:  []
Security Type: | None B
Password:

Confirm Password:

Password Per Connection:

Accepted EAP Types: vl

Finish

Sample Add New Network Wizard

Configure Other Resources

NotifyMDM Version 3.x
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Access Point Names
-Access Point Name
-Proxy

-Proxy Port
-Expiration (i0S 6+)

Provisioning Profiles
-Display Name
-Provisioning Profile
-Apply to Organization
-Expiration (iOS 6+)

Subscribed Calendars
-Display Name

-Host Name

-Use SSL

-Expiration (i0S 6+)

Web Clips
-Label
-URL

-lcon

-Removable

Add New Access Point Wizard x

Welcome

Access Point Names added here can allow users to access
cell network proxies and Access Points on their
iOSResources.

Access Point Name: = :I

Proxy Port: :]
Expiration (iOS 6+):

Access Point Name Wizard

Add New Subscribed Calendar Wizard x

Welcome

Subscribed Calendars added here can allow users to share
and access calendar data.

UsesSsL: [

Expiration (i0S 6+):

Subscribed Calendar Wizard

/ Add New Provisioning Profile Wizard

Welcome

Add New Web Clip Wizard x

-Use Precomposed Icon
-Launch in Full Screen
-Expiration (iOS 6+)

Provisioning Profiles added here can allow users to access
provsioning profiles on their iOSResources.

Provisioning Profile:
Apply to Organization:  []

Expiration (iOS 6+):

Einish_|

Provisioning Profile

Welcome

Web Clips added here can allow users to access Web Clips
on their iOSResources.

Removable: [¥]
Use Precomposed lcon:  []
Launch In Full Screen:  []

Expiration (i0S 6+):

Web Clip Wizard
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Assigning Resources to LDAP Groups and Folders

When the Administrative LDAP server is fully configured, corporate resources can be assigned to users via
the LDAP group or folder to which they belong. User credentials are obtained from the LDAP server, thus
saving the administrator from having to make resource assignments per individual user.

You can also assign resources directly from the user grid. See Assigning Resources to LDAP Groups/Folders
from the Grid.

Note: These methods cannot be used to assign the SCEP server resource to users, because of the
unique challenge code required for each user.

From the Organization Management view, select a resource from the Android or iOS Corporate Resource
drop-down menu option. Click the option, Assign to LDAP Groups/Folders.

Organization Management Exchange Servers > Exchange 2007

Sshanocz Ny Exchange Servers
Exchange Server Name: Expiration (10S 6+): [After Interval |+ |
Exchange Server Address: days
Exchange port:
Use SSL: D
Use S/MIME (iOS 5+): O
Allow Move (i0S 5+): ™
Use Only in Mail (ios 5+): [
Allow Recent Address
Syncing (i0S 6+): ~
Server Connectivity: @]

1. Select an LDAP Server from the drop- 2 Assign to LDAP Groups/Folders x
down list.

Choose the folders/groups to which you wish to assign the

2. Some resources have an option to Use
R resource Exchange 2007.
Credentlals from the LDAP Server Keep Note: Users without an email address cannot be assigned this resource
this option enabled unless you want to

assign a resource to a group email LDAP Server:  |Exchange 2007 v
address' E Use credentials from LDAP Server
If you disable the option, you must enter _

User Name: E-mail Address:

the shared User Name or shared User
Name and Email Address. The assignment

is made to that mail account only. Groups | Folders

3. Click the Groups or Folders tab and —— et DA
navigate through the LDAP directory to O i a
select the groups of folders to which you O TR ]
will assign the resource. 0 i :

Sers
4. Click the Update Assignments button. ™ DHCP Users
[] HelpServicesGroup
v]
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Simple Certificate Enrollment Protocol (SCEP) Servers
What is SCEP?

Simple Certificate Enrollment Protocol (SCEP) is a PKI communication protocol allowing administrators to
securely issue certificates to large numbers of devices using an automatic enrollment technique. Devices

must be SCEP-enabled and pre-registered to certification authority (CA) domain before they can request

certificates. Devices use this protocol to send a certificate request to the CA.

Benefits of a SCEP Server in your Environment

A SCEP server provides a way for you to deliver encrypted configuration profiles to iOS devices in your
network. The encryption of the configuration profile is unique for each device. Only the device to which it is
sent can read it. This provides another layer of security, in addition to SSL encryption, for sensitive corporate
information included in iOS profiles. SCEP is supported only on Enterprise or Datacenter versions of Windows
2008, 2008 R2, or 2012. One of these versions must be used on the SCEP server.

SCEP Limitations

SCEP offers a convenient and efficient method of issuing authentication certificates to users and devices;
however, there are limitations inherent to the overall SCEP model. The NotifyMDM server delivers the SCEP
challenge and SCEP server address to the device securely using an iOS profile. Although the SCEP
challenge can only be used one time, the SCEP challenge does not uniquely identify the user/device for
which it was intended and NotifyMDM has no means to control what is done with the information once it is
received by the device. If it is compromised, the challenge can be used even though it was only intended to
be used by the device user, because the SCEP server accepts the challenge with no user authentication.

SCEP was originally designed for use in a completely internal environment, but with external devices
connecting to an external SCEP server to obtain a certificate there are potential inroads.

If you use NotifyMDM to deliver challenge passwords to devices, ensure that the level of trust given to these
certificates is appropriate.

If SCEP limitations pose too great a risk, you should deploy client authentication certificates directly from the
NotifyMDM server. Each user is issued a unique certificate that can only be obtained by using NotifyMDM

credentials. See Certificates.

SCEP Servers and the NotifyMDM System

When there is a SCEP server in an environment where NotifyMDM has been implemented, administrators
can use NotifyMDM to efficiently provide digital certificates to users with iOS devices. The process is
automated and requires very little user input.

Administrators can define the SCEP servers via the Organization Management view and then associate a
user with the SCEP server and configure settings that allow devices to enroll automatically.

The initial configuration profile that the user accepts contains the address of the SCEP server. The device
connects with both the NotifyMDM and SCEP servers to complete several configuration steps:
1 The device loads the SCEP profile from NotifyMDM.
1 The device obtains a certificate from the SCEP server.
1 The device obtains a uniquely encrypted configuration profile from NotifyMDM, which can be read
exclusively by the device.
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Define a SCEP Server

From the dashboard, select Organization Management >i0OS Corporate Resources > SCEP Servers.
Click the Add New SCEP Server tab and fill in the server credentials to define a server.

Display Name (required)
SCEP Name (required)
URL (required)

Subject

Use Subject Alternative Name

Subject Alternative Name Type

Subject Alternative Name

NT Principal Name

Key Size in Bits

Use as Digital Signature
Use for Key Encipherment

Fingerprint

Name identifying the SCEP server.

Common Name of the Certificate Authority

The base URL of the SCEP server. Must be accessible from the device
browser. The server portion of the address may need to be changed to
either the internal IP (Wi-Fi) or the external server address (cellular) in

order for SCEP to work.

The CommonName (CN) and Organization (O) that you used when setting
up the SCEP.

EX: CN=iPhoneSCEP,0=YourCompany

Determines whether an alternative name is used.

Select the type of subject name alternative from the drop-down: RFC-822
Name, DNS Name, or Uniform Resource Identifier

Supply the alternate name for the SCEP server. Valid entries are an email

address (RFC-8 2 2) ,

qualified URL.
NT principal to be used in the request.
The size of the key to be used: 1024 or 2048.

Select the box to use the key as a digital signature.

t he

DNS name of t he se¢

Select the box if the certificate uses a protocol that encrypts keys.

Hex string to be used as a fingerprint. Can be left blank.

SCEP servers defined here can be assigned to users and used to handle
digital certificates more efficiently.

Display Name: s
SCEP Name: =

URL: #

Subject:

Use Subject Alternative Name:

Subject Alternative Name Type:

Subject Alternative Name:

NT Principal Name:

|

|
|
|
|

™

l DNS Name

v

Finish

Now, use the Corporate Resource option in the User Profile to associate users with a SCEP server.
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Associating a User with a SCEP Server

From the dashboard, select the Smart Devices and Users view and select a user to view his or her profile.
Expand the menu under t hGorparaeResdscesd @hvosecttee SGEP Gervereoptrc t

and click Assign New SCEP Server.
Select a SCEP server for the user from the drop-down list.

To obtain a challenge password, browse to the SCEP URL. Enter the authentication credentials (by default
Integrated Windows Authentication). Copy the Enroliment Challenge Password and paste it into the
Challenge field.

Assign SCEP Server X

User Account Settings

SCEP Server: # [ SCEP1 R
Challenge: “ l
Finish
Assigned SCEP Server
Display Name SCEP Name URL Subject
SCEP] SCEP1 123.456.7.89 test

User Account Settings

Challenge: 123456789
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Application Management

Application Management is located in the - y:

Organization Management view of the ' S g

dashboard. S e Bl

The Manage Categories option allows you to [ Policy Management B _
create application categories so that apps can be :

grouped and assigned in bundles to LDAP | @ TOsCorporateResotrees 4

grOUpS/fOlderS or local groups. Android Corporate Resources p

The Managed AQQS Option giVeS you the ab|l|ty to ,\ Application Management 2 .7 Manage Categories
make available to users a list of recommended == _

applications. Android and iOS applications can % AdwiRicriatve Setvers P | @w Managed Apps

be designated as mandatory so that users are £ organization Control > &) Whitelists/Blacklists
automatically prompted to install them. In e

addition, Android and iOS apps can be assigned i Compliance Manager

to the LDAP groups/folders or local groups to

which users belong.

Whitelists/Blacklists gives you the ability to

restrict a user based on the applications he or

she has installed on tbohe device. Usersd access

email, shared files, app lists, or other
organization resources can be blocked when
they are not in compliance with restrictions.
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Application Categories

Managed Android and iOS applications can be grouped into categories so that multiple apps can be assigned

in bundles to LDAP groups/folders or local groups.

You can create your own categories or use the categories in the Manage Categories grid. The existing
categories in the grid reflect categories used by App Stores. They can be removed from the list, but not
edited. You can sort the list by clicking on either of the column headings.

Creating, Editing, or Removing Categories

From the dashboard, navigate to Organization Management > Application Management > Manage
Categories. A list of categories displays. The list initially consists of App Store Categories, however, you can
create additional ones. You can edit the categories that you create, but the App Store categories cannot be
edited. Click on the column headers to sort the list of categories.

1 Add acategory: Enter a name that describes a group of applications in the Category Name field.

Click Add.

1 Edit a category name: Select a category that you created (App Store category names cannot be
edited) and click Edit. Type a revised category name in the text box and click OK.

1 Remove a category: Select a category and click Remove. Confirm the removal.

Manage Categories

Category Name: |

)

Category Name

App Store Category

Medical
Music
Music & Audio
Navigation
News
News & Magazines
Newsstand
Personalization
Photo & Video
Photography
Productivity
Reference
Sales Team
Shopping
Social

Social Networking

<]

Associating an Application with a Category

Remove
Edit

You can associate an Android or iOS app with a category when you add the app to your managed app list.
When adding an iOS application, you can apply the categories used by iTunes or you can choose the

category(ies) yourself.

Choosing a Category for an Android App

Choosing a Category for an iOS App
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View Managed Apps by Category
The Managed Apps grid can be sorted by application categories.

From the dashboard, navigate to Organization Management > Application Management > Managed
Apps.

From the View drop-down, select Category to view the managed apps by their associated categories. Since
an app can be assigned to multiple categories, some apps may be listed under more than one category.

Managed Apps for Android devices View: [Category |~

» Communication

v Productivity

2 Apps
Name Download Count | Download Limit Categories App File Name App File Size (bytes) Link
TouchDown 0 <Unlimited> | Communication, Productivil https://play.google.com/store/apps/q
Skype 0 <Unlimited> | Productivity, Social Networ} https://play.google.com/store/apps/d
<] [ >

» Social Networking

Assigning a Category to LDAP Groups/Folders or Local Groups

You can assign a category of applications to all members of an LDAP group/folder or local group.

1. From the dashboard, navigate to Organization Management > Application Management >
Manage Categories.

2. From the Manage Categories grid, select a category to assign to groups.
Click the Assign to Groups/Folders button on the action bar at the top of the page.

From the App Categories drop-down, select a category to assign.

Assign to Groups/Folders X

Assign application categories to LDAP groups/folders or local groups.

Choose from App Categories: [300",5 Iz
|Personalization |A
LDAP Server: lPholo & Video

‘Phomgraphy

Productivi
LDAP Groups | LDAP Fol fodEcEvRY
Reference

|Shopping [v
Assign = Assign
Corporate Individual

Imported LDAP Groups

5. If you are assigning a category to an LDAP group or folder, select a server from the LDAP Server
drop-down.
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6. Inthe table, select the LDAP Groups, LDAP Folders, or Local Groups tab.

Assign to Groups/Folders

Assign application categories to LDAP groups/folders or local groups.

Choose from App Categories: [ Productivity =]

LDAP Server: [ Exchange 07 [~]

LDAP Groups | LDAP Folders Local Groups

Local Groups Assign Ass_ig'n
Corporate Individual
Group A ™ O
Group B ™ O
Group C O =
[ Save Assi | [ Save Assig & Close |

7. Inthe group list, locate the group to which you are assigning the category and mark the check box.
You must make this selection for corporate device and personal device users separately.

8. Click Save Assignment before you assign another category.
Click Save Assighment & Close when you are finished.
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Managed Apps

Managed Apps enables the administrator to create a recommended list of applications to be made available
to users with devices that have installed a NotifyMDM device application. This includes Android, BlackBerry
4.5-7.1, and iOS.

When an administrator creates an app list for each supported device platform and enables the Managed App
Permissions in the policy suite, users with that policy suite can access the recommended applications from
the NotifyMDM device agent. For Android and iOS users, managed apps can also be made available to
users via the LDAP group/folder or local group to which they belong.

Enforced application management is supported for the Android and iOS 5+ device platforms.
Administrators can force push Android and iOS applications on the Managed App list to devices. Users are
automatically prompted to install the required applications.

1 For iOS 5+ devices, MDM functionality makes it possible to add and enforce free App Store apps,
enterprise apps, and apps that have been pre-purchased through the Apple Volume Purchase
Program (VPP).

1 For Android devices, MDM functionality makes it possible to add and enforce free Google Play Store
apps and enterprise apps.

If Managed Apps are accessed by users in different countries or regions, read this Knowledge Base article.

Accessing Managed Apps on a Device
Users can access the recommended applications from the NotifyMDM device agent:
1 Android users select Managed Apps from the NotifyMDM main screen.
1 BlackBerry (with GO!NotifySync) users select Managed Apps from the GO!NotifySync pop-up menu.

1 iOS device users select the Managed Apps icon from the NotifyMDM main screen.

In this section you will find information on:

Enabling Managed App Permissions

Adding and Managing Apps for Android Devices
Kiosk Mode Apps
Adding and Managing Apps for iOS 5+ Devices

Adding Managed Apps for BlackBerry Devices

Enabling Managed App Permissions

Applications on the Managed Apps list are not available to users until you enable the Managed Apps
Permissions in the policy suites for each app on the list.

1. From the NotifyMDM dashboard, select Organization Management > Policy Management
> Policy Suites > (select policy suite) > Managed App Permissions.

YES |

Select a device platform, locate the app, and enable it.

Enable the Force Push option, for Android or iOS apps, to set the app to automatically prompt users
associated with the policy suite to install the app. This makes it a required app.
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2. Click the Save Changes button.

Adding andManaging Apps for Android Devices
Basic Android application management functionality includes:
1 Installing/reinstalling/uninstalling apps at the user level
1 Force pushing an app so that all users associated with a policy are automatically prompted to install

1 Adding Enterprise (in-house) apps to the list

In this section:
Managed App Permissions for Android
Adding Google Play Store Apps
Adding an Android Enterprise App
Updating Android App Versions

Android Kiosk Mode Apps
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